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Shabana
IT Faculty – System Administrator
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Overall Experience Summary

21 years of total work experience in the IT industry.

· Last 11 years at Leading Multinational Insurance Company – as – ‘IT Infrastructure Support Team Leader’. (2006-2017)

· Previously 6 years at Multinational Travel & Hospitality Company. Travel pack Marketing and Leisure Services Ltd. – Goa (It’s a Travel related BPO Services & Data Centre) in IT administration & Team Lead responsible for smooth functioning of Data Centre Operations. (2000 – 2006)

· 4 years as Computer Faculty and IT coordinator / Supervisor in 10 Contracted Schools in Goa. (1996 – 2000)
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EDUCATIONAL QUALIFICATIONS

2016
Office 365 Certification

2014
Administering Windows 2012 Server

2013 Participated in McAfee e-Policy Orchestrator 4.6 Administration certificate course conducted by McAfee.

2008
Lotus Notes Dominos R8 – Managing Servers and users

2007 Planning, Implementing and Maintaining a Microsoft Server 2003 Active Directory Infrastructure (2279B)

2006
Certificate in Tally 7.2. Hardware Course from Libra Computers - Panjim

2005
Diploma In Information & Infrastructure Management (CMC Certified Course) includes Network+, Linux+.

Certificate Course in Network Administration and Network Operating System.(Linux), Certificate Course in Advanced Network Administration and IT Security Cisco Network Administration mapped to CCNA Certification

1999
Diploma in Computer Programming Language from Libra Computer – FoxPro & C Programming

Diploma in Computer Application from Libra Computer, CMC Authorized Training Centre, Goa, India.

1996 Bachelor of Arts
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Professional Work Experience

IT INFRASTRUCTURE SUPPORT TEAM LEADER M/s. RSA Ltd, Middle EAST,

Dubai (Sep 2006 –31st March 2018).

R&SA Insurance is a UK based Leading Multinational Insurance Company, which operates in more than 40 countries. My role is associated with the regional office that manages operations in the Asia Middle East region. Worked as ‘IT Infrastructure Support Team Leader’, a position based at the Asia Middle East

Regional Office reporting to Manager – IT Architecture and Information Security. Promoted in Apr12 as Team Lead – IT Infrastructure support Middle East., in Infrastructure development.

Job Roles & Description:

My Job involve maintaining the daily performance of end user access to IT infrastructure to ensure continuity of business operations. Undertaking scheduled maintenance activities, establishing the nature of user reported issues, identifying possible solutions and testing and trialing fixes to enable successful resolution in line with SLA’s and user satisfaction. Work with the IT application support team. Play a key role in embedding IT service management best practice across the organization.

Help Desk & IT Support:

· Managing AMERT (Asia Middle East Regional Team) IT Service request Database and ensure timely response and resolution of service requests within agreed service levels. Ensure excellent communication between IT and user community on service delivery as well as proper usage practices and guidelines.

· Level 2-3 support to Asia and Middle East Regional community on the following: Windows O/S, Lotus Notes and Blackberry Email, Microsoft suite of software, Group Intranet & local Intranet, Internet related activities, Business application, Network issues, IT Device compliance, Backup Administrator – Managing daily and weekly (incremental/differential/full) backups jobs, media handling, Quarterly Backup selection Review as per compliance Calendar.

· Ensure that PCs, notebooks, printers and other IT equipment are set up and configures to standards, the standards are reviewed with respect to changes occurring in technology, and continued compliance is evidenced through periodic checks. (e.g. w/s back up process, installation of licensed software, hard disk

encryption, device hardening standards, remote usage configuration, shared printer connections, patch updates etc.)

· Monitor threats such as virus, spam, etc. and initiate defensive actions both on a proactive preventative basis as well as on an incident basis.

· Troubleshooting, diagnosing and resolving system, hardware and network failures

· Work closely with hardware and software vendors to maintain and support IT systems

· Support Remote (Citrix/checkpoint) VPN / Blackberry / I pad Users

System Administration:

· Provide support with respect to the administration of: Domino, Domain Controller, File & Print, EPO, BlackBerry, SMTP, PROXY (Bluecoat), Mcafee Disk Encryption, Windows servers and shadow the activities of the Systems administrator

· Ensure access to local and group Intranet applications and actively monitor accessibility. Provide user support for issue resolution wrt Intranet application and also support the installation and set up of new intranet applications as and when required.

· Support Manager Architecture and Security on activities such as capacity planning, system expansion, resilience reviews, new technology evaluation etc.

· Shadow routine Data Backup and Recovery activities and have full understanding of internal and off site tape management processes to support the activity as and when required.

· Hands on Laptops (HP / Dell Enterprise Laptops)

· Installing, maintaining supporting and administering hardware and software systems used for the companies infrastructure

· Providing resolutions and final level support initiated through front line support.

· Researching solutions, diagnosing problems and customization products where necessary.

· Developing new solutions as needed.

· Maintaining current specialized technical knowledge of computer and security & communication hardware and software.

· Experience with running and leading projects

· User Exit and Entry process in line with Information Security. Taking instant actions as directed by HR Director for sensitive cases.

IT Asset Management / Inventory:

· Deployed tools that will give a up to date record of Inventory and software accounting,

· Negotiating terms and conditions and managing the relationships with IT vendors and ensuring compliance with group policies in this regard.

· Placing PO’s following up on delivery installation, testing, acceptance and providing sign-off to Manager Architecture and Security for approval of payments.

· Updating inventory records and maintaining an up to date record of the IT asset inventory.

· Playing a key role in the compilation of the annual IT budget for AMERT and tracking actual expenses against budget.

· Controlling, Monitoring and safeguarding of all IT assets – both hardware and software

· Supporting the Manager Architecture & Security in ensuring compliance with group IT Asset Management requirements and software license tracking across the Asia Middle East region

· Consolidating the budgets of ME Operations and tracking the actual vs spend of ME ops on a consolidated basis so as to facilitate easy compilation of CIO Review pack.

· IT Performance Measurement & Reporting

· Taking full ownership of AMERT SLA performance tracking and reporting on a monthly / quarterly basis

· Generate / Prepare periodic reports such as User Internet activity, Hardening compliance report, Endpoint Security reports according to IT Compliance Calendar.

· Assist regional IT in providing technical support (also handling users support request) on the following system:

1. SMTP Gateway,

2. Domino Hub & Spokes servers

3. Blackberry 5.0.3, 10, UEM 12.6

4. MacAfee Drive Encryption (Formerly Safeboot/ EEPC), ePolicy Ochestrator version 4.6.7/ 5.2.2, Policy Auditor, Host Intrusion Prevention, Data Loss Prevention.

6. Backup Administrator. Managing and maintenance of Backup Exec 2010 R3, 2016

Information Security

· Antivirus administration for all Middle East servers & client PCs & ensuring the organization network is free from Viruses and Malware using Dashboards.

· Support Logging and Monitoring activities by review of system logs on periodic basis and initiating actions / escalation as required

· Work closely with information Security team to implement and maintain system security controls based on group information security policies

· Provide support to the IT Director, CEO and Manager Architecture and Security on projects, documentation, group policy compliance, IT procedure development etc. as an when required. Direct point of contact to the Stakeholders for IT support and services.

· Support the IT planning activity particularly with respect to collation of information documentation etc.

Projects:

· Played a major role in migrating users from Dominos mailing system to Office 365 Cloud platform with the planning and implementation team.

· Lotus Notes mails server upgrade from 8.0.2 to 8.5.3, Installation of BB10 to integrate with Dominos, Installing and configuring Backup Exec 2014 at Abu Dhabi and Bahrain sites, Upgrading remote sites clients to Latest McAfee Antivirus, HIPS, and upgrade McAfee Drive Encryption product on Laptops and desktops. KSA & OMAN System migration to Central EPO enabling central management of Endpoint Security product and Policy. Virtual Desktop Infrastructure (IT Management - Faster Resolution of support calls, provisioning and setup of desktops, Security – Greater control for securing the company’s desktop, Cost – Reduction in cost relating to hardware purchase, maintenance etc)

· Upgraded Dominos SMTP Gateway to Dominos 8.5.3 and setup Watchdog (Email filtering tool), with rules for ME email flow. All mails that flow within the Middle East are Virus scanned and limit the size of attachments & type of attachments that flow within the ME domains, in line with IT Security Standards.

· McAfee EPO and SQL migration to centralize endpoint security management for 1000 systems, products including EEPC7, Hips8, EEFF, VSE8.8, Policy Auditor.

· March 2014 – Participated in Symentac BE2014 Beta1 on Windows 2012 R2

· November 2013 - Managing the backup window time by setting up a new BE2012 on Windows 2008 server, attaching Ultrium 6 Tape drive.

· April 2013 - Deployment/Upgrade of Antivirus though Super Agent setup at KSA & Bahrain sites.

· January 2013 - Activity participated in re-designing Manage Engine Service desk plus IT Helpdesk management Service.

· Upgrading EEPC client from 5.2.4 to EEPC 7.0 UAE Sites.

· Successfully moved Middle East Blackberry Server 5.0.4 to DR Site.

· Upgrade Ivanti Endpoint Security (Lumension/Sanctuary 4.4 SR10). Product that protects the data copying from the company device (laptop/desktop). Detects and reports any device that is connected to company’s IT equipment.

· Role out MacAfee Antivirus 8.8 and Hips 8 across Middle East operations and fine tune firewall rules to limit unwanted traffic on Laptops and desktops.

· Middle East Blackberry Server Upgrade from 4.1 (windows 2003) and to 5.0.3 (windows 2008).

· Middle East Blackberry Server Upgrade from 4.0 to 4.1 and further to 4.1.6 .

· Dominos Notes Server (ME Hub & Regional Spokes). Upgrade from 6.5 to R8 for regional office, including client upgrade in the Regional Office and supporting other operations, includes troubleshoot issues post upgrade.

· Upgrade MacAfee Endpoint Encryption Server (formerly Safeboot)

· Upgrade MacAfee Endpoint Encryption Server (5.2.4)

· Deployment of VNC across the Middle East operations.

· Migrated Safeboot ver 4 (machine) hosted on Singapore server to Middle East Safeboot Server 5.1

· Regional office Move plan project from Dubai to Singapore (User & Laptop move without disrupting the services). Moving Blackberry / EEPC 5.2.4 / Dominos Hub Server to the Branch office of ME operations. Played a critical role in handling IT services with smooth transit of Regional office from UAE to Singapore (users = Directors and CEO)

Technical Summary

· Operating system: Unix (Linux) Windows Vista/Win7/ Win8 /Windows Server 2003/2008/2012

· Proxy servers: Squid caching proxy, Wingate, Surf Control, Blue Coat Proxy.

· Backup - Symantec Enterprise Vault, Backup Exec 2010, 2012, 2014.

· Mail servers: Send mail, Lotus Dominos 8.5.3 & Notes Traveller.

· Blackberry: BES 5.0.3 & BES 10

· Virtual Desktop – Citrix Virtual Destop Interface.

· Firewall & VPN: Iptables, Checkpoint Firewall & VPN Applicance

· My Tools: tcpdump, Ethereal, IpTraf, wireshark

· Security: Hard Disk Encryption tools (Macfee product MDE formerly SafeBoot / EEPC) to be in line with IT Security compliant policies, Antivirus, Policy Auditor, Host Intrusion Prevention, Host IPS.

· Hardware: Assembling, maintenance and troubleshooting of Desktops, Laptops

– Active Directory, Hard Disk Data Recovery.

· Networking: Can troubleshoot complex networking issues.

· Other: Strong oral and written communication skills; Multitasking.

· Administer/Support/Maintain Blackberry Enterprise Server / Lotus Dominos / MacAfee products. Mobile Devices (Blackberry, Nokia, Apple IPhone & I pad ‘s (Good for Enterprise apps)

· Administer and Support Remote Users on Citrix & Checkpoint Mobile access clients.

· User account Management / Creation on Active Directory, Domino Notes (email Client), Blackberry5, 10, UEM 12.6.

· Backup System – Symantec Veritas 11d. Symantec BE 2010 R3, Symantec BE2012 R3, BE2014, BE2016
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