Hamza
“Life isn’t about finding yourself. Life is about creating yourself.”
Education  

Faculty of Engineering Mansoura University

Mansoura, Egypt
B.SC. IN COMPUTER AND SYSTEM ENGINEERING
2012
Faculty of Reserved Officers

Ismailia, Egypt
LIEUTENANT IN EGYPTIAN ARMY ,ELECTRONIC WARFARE DIVISION
2013
Skills  

UNIX/Linux Administration    RHEL, Debian
UNIX/Linux Security     Iptables, SELinux, ACL, Data Integrity
 Programming     Python, C/C++, Shell Scripting, LaTeX
  Network     Extensive TCP/IP Network Expert, Packet Analysis
Penetration Tester      White Box, Black Box Metasploit Expert     Exploit Development, Research Writing Shellcode    Linux x64, Linux x86
Cryptography     Deep understanding of mathematical theories, Applied techniques
Database Administration    Postgresql, MySql
 Big Data     Fundamental knowledge in Big Data and Hadoop
Experience  


Cairo, Egypt
SYSTEM AMINISTRATION AND SECURITY ENGINEERING AS A FIRST LIEUTENANT
Oct. 2013 - Oct. 2015
· Install and configure Linux OS for the military intranet network servers and clients.
· Implement and enhance security strategies for using the military network.
· Perform penetration testing and security assessment.
· Implement and install E-library system using a DMS based on cloud computing.
· Implement a Network Based system to manage the technical supply sectors using python.
Quality Assurance Center in Mansoura University
Mansoura, Egypt
SYSTEM AMINISTRATION AND SECURITY ENGINEERING  HTTP://MUQAC.MANS.EDU.EG
July. 2010 - Sep. 2010
· Install and configure Debian Linux on a server machine to run a QA system.
· Install and configure web server, E-mail server, SSH, internal authentication system, internal FTP.
· Security testing, patching vulnerabilities, enhance firewall rules, and enhance the permissions and access control for the developers.
Egy Tronic
Mansoura, Egypt
SECURITY ENGINEERING
May. 2010 - Oct. 2010
· Perform a security scanning (white box and black box) on client’s servers and perform a security assessment and security strategy.
· Perform a security research on buffer overflow.
Freelance Work  

Providing security solutions to organizations.
Egypt
PENETRATION TESTER
2009 - PRESENT
· www.egytronic.com
· www.bizmimar.com
Blackhat hacking challenges.
Egypt
PENETRATION TESTER
2011 - PRESENT
· Gained expertise in penetration testing areas, especially targeted on web application and software.
· Participated in a lot of hacking competition like vulnhub and hackthissite.
Writing shellcodes for Linux OS
Egypt
EXPLOIT RESEARCHER
Jan. 2012 - PRESENT
· https://github.com/Hamza-Megahed/shellcode/
· https://www.exploit-db.com/exploits/23622/
· https://packetstormsecurity.com/files/author/10409/
· http://shell-storm.org/shellcode/files/shellcode-825.php
· http://shell-storm.org/shellcode/files/shellcode-831.php
· https://milw0rm.info/exploits/351
Writing articles about Information Security and Cryptography
Egypt
RESEARCHER
Jun. 2011 - PRESENT
· www.hamza-mega.blogspot.com
· https://www.cybrary.it/0p3n/block-cipher/
· https://www.cybrary.it/0p3n/des-data-encryption-standard/
Coding cryptographic algorithms components
Egypt
CRYPTOGRAPHY  RESEARCHER
Sep. 2013 - PRESENT
· Prime Number Generator https://github.com/Hamza-Megahed/pnum
· Galois Field Calculator
https://github.com/Hamza-Megahed/gf-calculator
· DES Calculator
https://github.com/Hamza-Megahed/des-calculator
· Primality tester
https://github.com/Hamza-Megahed/miller-rabin-test
Volunteer work  

Twitter translation community.
Twitter
TRANSLATOR AND BUG FIXER
2011 - RESENT
· Working in twitter community as a translator and bug fixer (15% top rank).
Injector Team For security Exploit Database.
1337
TESTER AND EXPLOIT RESEARCH
Nov. 2012
· Testing Linux-x86 shellcodes and buffer overflow exploits.
Writing Articles and Coding cryptographic algorithms.
RESEARCHER
     Sep. 2013
· Coding algorithms to help people to understand how encryption algorithms really work such as (AES, DES, PNGs).
· Writing article about scanners, penetration testing tools, and data integrity check to help penetration testers.
Certifications  

Advanced Penetration Testing
    Issued by Cybrary.IT.
Cryptography
    Issued by Cybrary.IT.
SQL Based on DB2
    Issued by Big Data University.
Big Data Foundations
    Issued by IBM https://www.youracclaim.com/badges/ff14a7f7-7aa2-43f7-8403-cf7b9cd5a618 

Big Data Hadoop Foundations
    Issued by IBM https://www.youracclaim.com/badges/27aa30d8-7b41-4cf1-a628-   f79c7bc993e4 

Introduction to Bitcoin
    Issued by Big Data University.
Python For Security Professionals  In Progress
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