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                                              Rakesh 
Rakesh.31440@2freemail.com 

MCSE, CCNA and ITIL Certified IT NOC & SOC Infrastructure Managed Security Services Engineer 




SUMMARY OF QUALIFICATIONS:
IT NOC Infrastructure Managed Security Services Engineer seeking growth based on experience gained with market leader in Telecom and IT sector and through skills in 

Network Support Operation 
                                               System Administration

IT Infrastructure Managed Security Services
               Quality NOC & SOC Operation support  
Technical Skills:
· Cisco:


Routers (7200 series), Switches (3550,3750), ASA Firewall
                                                 Cisco Wireless Controller and APs
· Nortel:                                             EPBX, Call Server (Option 11c,61c and 81c) 
· Others:


ADSL Modem, Router and Wi-Fi Router
· Ticketing Tools

HPSM, CRM, Netrac and BMC Remedy.

· Service Monitoring Tools
HPBSM, HPOV, Solar winds, NNMi etc, ArcSight, FireEye, SEIM.
· Juniper                                            Juniper Switches and JSA firewall.

· Other Firewall                                 F5 (ASM, LTM, APM), Paulo Alto Firewall.  


CAREER EXPERIENCE:
Malomatia (Q.S.C)     (Doha, Qatar)                                         Dec, 2011 – Present
(One of the biggest IT Consultancy Company in Doha, 100% owned by the Government of Qatar.)
IT NOC & SOC Engineer (IT NOC Managed Network Security & Infrastructure Operation)
· Proactive monitoring of alerts in HPOV, HPBSM, HPArcSight and CRM tickets and notifying and escalating to respective teams to make sure all alerts and tickets are resolved in defined SLA.
· Preparing daily, weekly and Monthly incidents and SLA Reports. Tape backup management, Data center management like inventory of devices and racks. Managing access to data center.

                Preparing team shift roaster and assignment of task list etc. Coordinating with other team to define

· and review standard procedure for NOC & SOC environment as per client requirement. Along with supervisory role to manage team shift roaster, NOC member training on new products and procedure.  Define NOC new processes and their standard documentation along with continuous process improvement.  

· First level trouble shooting on Cisco switches, cisco and juniper firewall, ASA Firewall, wireless controller, access point, F5 etc. Analyzing of security alert and events on various tool like Sourcefire, F5 and Bluecoat etc and blocking them. Experience with Nessus/Security Center, Wireshark, SIEM tool suite, HP Web Inspect, FireEye and  HP ArcSight and Qradar.
Primarily Skills and experiences: 
· Experience in overall services, applications, systems, and infrastructure monitoring at enterprise scale.
· Identify, analysis and monitor the security events and attack and take necessary action.
· Experience in applying Event Management Process.

· Process Improvement, Quality assurance of all the process and enhancement in operation procedure, 

· Experience in HP ITSM Tools including HPSM, HPOM, NNMi, HPArcSight and HPBSM.

· Experience in enhancing the monitoring tools and procedures to increase monitoring productivity and increase business and operation transparency.

· Strong hands-on experience on incident management. 

· Experience in monitoring incidents volume, trends, major incidents, and generate daily, weekly, monthly 
incident reports

· Proven skills in managing a 24 X 7 NOC & SOC team

· Experience in provide weekly reporting and trends to Operations.

· Previous experience supporting a 7x24x365 operations environment.

· Experience in creation and maintenance of a comprehensive support team, customer, backend team, and vendor 
Contact and escalation list.

Avaya Inc. (Bangalore, India)
Sep, 2008 – Nov, 2011 (3.2 yrs)
(USA based world’s largest Telecommunication product company)

Converged Network Management Engineer. (NOC Engineer)
Proactive monitoring of alarms, creating and resolving tickets for Nortel Customers through OSS Tools like Netrac, Remedy Ticketing, Remedy Netkt, Alert, Remedy, Remedium and Iris etc for Nortel Customers within specified SLA in NOC Environment, Notifying and updating the customer on various issue. Resolving the issue remotely, Interacts with internal groups, assisting in the identification of root causes of problems (RCA). Handling Cisco routers and switches and Firewalls. EPABX System by NORTEL NETWORKS, Communication Server 1000 M, Communication Server 1000E ,Nortel Range of Voice switch/ACD Option 11c, 61c and 81c Enterprise. Coordinate with carriers like AT&T, Verizon, sprint etc. to resolve carrier related issues. Handling enterprise outages effectively and driving towards the resolution. Co-ordination of fault escalations in conjunction with the 1st level engineers providing high-level technical management of high priority or technically complex calls. Sending maintenance & outage notifications to the concerned team within specific time.
Other Key Roles & Responsibilities:

· Working in a Global NOCs and Managed Services (24*7) environment.
· Acting as Duty Manager to overall smooth operation of shift and assigning work case to team.
· Incident Management. 

· Providing IT Infrastructure Managed Services.

· Monitoring over 99 customers globally with a rich variety of elements

· Incident and fault management and raising tickets for customers.
· Customer interaction and Investigating and troubleshooting customer reported issues.
· Vendor/carrier co-ordination. 
· Working in an ITIL based environment.
· Working with vendors during circuit outages and getting RMA for Parts replacements and Technician dispatch.

IBM Daksh (Bangalore, India)



 
     Nov, 2007 – August, 2008 (10Months)
Network Support Engineer (L1)
Configuring Cisco 3550 and 3750 switches, Routers and Cisco PIX 515E Firewall, STP, VTP, VLAN, HSRP, LAN, WAN, Backup of Cisco devices, port Management -Enable and Disable ports on VLANS, Periodic backups of all VLAN Switches, Routers and Firewalls to TFTP Servers, Coordinate with counterparts to get small changes done on Firewalls like adding and removing ACLs and IP Addresses for Projects. Bandwidth and Cisco Device monitoring, generating Bandwidth Reports through Solar Winds, Solaris System.Visio design/diagramming skills, Monitoring of existing links, coordinating with vendors and WAN Team in case of link down and monitoring of Network Devices in Data Center. Raising tickets through HP Openview, incident management etc. 
Other Day to Day Responsibilities:
· Troubleshooting issues related to owned and managed network and security devices e.g. switches Routers and firewalls.

· Troubleshooting of all network/firewall Incident reported by Service Desk. As well as working on Service requests.

· Customer service; take ownership and manage all support cases via ticketing systems, provide regular updates to end users/requesters and close tickets within agreed timescales.

· Working with 2nd and 3rd Level teams on major outages.
· Attending CAB meetings for change configuration.

Bharti Airtel Limited (Jaipur, India)   (On Adecco Payroll)                
May 2006 – March, 2007 (1.3yrs) 
(India’s biggest Telecommunication Company)
DSL Engineer – Network and Broadband Operation 
· Administering the network of the company in the assigned territory and imparting technical support.

· Assuring the network’s performance through preventive & emergency maintenance services.

· Ensuring compliance with SLAs for response time and network uptime, for delivery of uninterrupted services to the customers.

· Installing, configuring and maintaining network equipment e.g. Routers & Switches, DSL Modem, Wi-Fi router of D-Link & Cisco, Broadband Connection, VPN and Static IP.

· Interacting with the customers’ technical team to resolve productivity and support related issues. 

· Implementing and maintaining the systems and procedures for management of support operations.  

EDUCATION:
· Master of Science (M.Sc.), Computer Science in 2005 with 67%.

· MBA (IT) from MIT (Puna) (Part Time) With A+ Distinction.
PROFESSIONAL QUALIFICATIONS: 
· Cisco Certified Network Associate (CCNA) Cisco Id: 
· Microsoft Certified System Engineer (MCSE) MCSE 
· ITIL  (Foundation V3) Certified 
TRAINING PROGRAMS ATTENDED
· Attended training on ITIL Framework Overview & Introduction.

· Completed internal training at Bharti Airtel on DSL Broadband technology and Customer Relationship management.
PERSONAL INFORMATION: 
Strengths:
· Team player, with the ability to motivate self and peers

· Ability to respond to and resolve critical situations effectively
· Excellent Customer facing skills.
· Skilled at building good professional relationships with clients and colleagues

· Quick learner

· Good planning and organizational skills.
Date of Birth




15th August 1980 

Marital Status  


                            Married
Language Known

                            English, Hindi
Passport detail                                                          Available on requirement.
EXTRA ACTIVITIES
· Captained the School Table Tennis Team successfully.

· Participated in various School /College’s cultural programs and won the prizes.
