
January 19, 2017 
SUBJECT: APPLICATION FOR A SUITALBE POST  
                       Reference is invited to the subject post advertised by your organization. 

                          I have a Master’s degree in Computer Science `MCS' along-with industry standard certifications (i.e. MCP, MCSA, MCSA Messaging, MCSE, ITIL, CCNA, CISS etc) and having 11+ years of practical working experience in the field of IT infrastructure management in public / private sector organizations. Presently, I am working as `Security Specialist' in Punjab Information Technology Board, Government of Punjab under the project titled “Automation of stamp papers”.
                       Detailed resume is attached herewith for your kind consideration please.

Rana Adnan Akram                                                                                                                                             Security specialist
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RANA ADNAN AKRAM
	POSTAL ADDRESS:
	STREET NO 7, CANAL ROAD, FAIZ COLONY, TOBA TEK SINGH, PUNJAB, PAKISTAN

CELL NO:               +92  0333 5511264
                                 +92   0333 5258699

	E-Mail ID:
	raakram@hotmail.com


Career Highlights

11+ years of experience in Network & System infrastructure designing, implementation & operations in Public organizations in a challenging and dynamic environment.
MANAGEMENT AND ORGANIZATIONAL SKILLS:
Excellent technical, planning & analytical skills, ability to effectively solve problems logically and decisively, energetic and hardworking, effective written and oral communicator. Confident and well respected.
TECHNICAL SKILLS:
In-depth practical experience of deploying and managing the operations of network & systems infrastructure includes computing and switching equipment at enterprise level. Practical working experience of installation, configuration, managing operations and troubleshooting of system infrastructure based on mixed platform (i.e. Redhat & Microsoft). Implements the organization's information security policies and procedures. Designing and implementation of security solutions and controls.
Education
· (MCS) MASTERS OF COMPUTER SCIENCE
The University of Lahore, Lahore – Pakistan                                                                     
       2004
· (DIT) ONE YEAR DIPLOMA IN INFORMATION TECHNOLOGY
Punjab Board of Technical Education, Lahore – Pakistan 



                   2002
· (MCP 2.0) MICROSOFT CERTIFIED PROFESSIONAL
MICROSOFT Corporation



 



                   2005
· (MCSA 2003) MICROSOFT CERTIFIED SYSTEM ADMINISTRATOR
MICROSOFT Corporation



 



                   2005
· (MCSA 2003) MICROSOFT CERTIFIED SYSTEM ADMINISTRATOR MESSAGING
MICROSOFT Corporation




 


                   2005
· (MCSE 2003) MICROSOFT CERTIFIED SYSTEM ENGINEER

MICROSOFT Corporation



 



                   2005
· (CCNA 3.0, 640-801) CISCO CERTIFIED NETWORK ASSOCIATE
CISCO Systems International







    2007
·  (ITIL VER. 3.0) INFORMATION TECHNOLOGY INFRASTRUCTURE LIBRARY
EXIN International








    2008

· CISCO INFORMATION SECURITY SPECIALIST
CISCO Systems








 
    2008
Professional Experience

	PROJECT TITLE
	AUTOMATION OF STAMP PAPERS (E-STAMPING)

	DESIGNATION
	SECURITY SPECIALIST

	EXECUTING AGENCY
	PUNJAB INFORMATION TECHNOLOGY BOARD, GOVERNMENT OF PUNJAB, PAKISTAN

	FROM 
	 JUNE 2015– TILL DATE




Key role in Providing security consultancy, security monitoring, and security audit/review services to Government of Punjab on the project titled "Automation of Stamp papers".  Close working with IT professionals of eStamping team members and assist them to incorporate quality processes and concepts.

· Implements the organization's information security policies and procedures.
· Design and implement security solutions and controls.
· Work with enterprise risk team and other business units to ensure security best practices are implemented on systems, applications and architectures for security risks and vulnerabilities.
· Ensures development of applications as per secure application development framework
· Reviews all system-related information security plans throughout the organization's network and acts as a liaison to the Information Systems responsible.

· Monitoring compliance with information security policies and procedures among employees, contractors, vendors.

· Develop and implement information security awareness and training program to all employees.

· Security Risk Management.

· Products and processes assurance.

· Developing, implementing and ongoing monitoring of security controls.

· Incident management and investigation, plan and conduct security reviews (processes, systems etc.) Providing expert advice to the stakeholders.
	PROJECT TITLE
	CITIZEN ONLINE (COL)

	DESIGNATION
	SYSTEMS MANAGER/ADMINISTRATOR

	EXECUTING AGENCY
	NATIONAL INFORMATION TECHNOLOGY BOARD, 

MINISTRY OF INFORMATION TECHNOLOGY, GOVERNMENT OF PAKISTAN

	FROM 
	DECEMBER 2009– JUNE 2015



Overall management of Government of Pakistan GOP Portal infrastructure i.e. www.pakistan.gov.pk including Servers (Staging, Production), software systems, hosting, and other related technical issues. Management and troubleshooting software applications, servers and services running on the Government of Pakistan Portal infrastructure.
Development implement backup policy of Portal, websites and associated databases.
Develop implement security policy for Staging, Production Servers of GOP Portal.
Provide technical leadership, support from systems management point of view to the development team. Ensure secure 24x7 operation of GoP Portal. To communicate with web hosting /service providers for reliable, smooth, and stabilized operations of GoP Portal. 

	PROJECT TITLE
	HMIS & NETWORKING FACILITIES AT CDA-H, ISLAMABAD

	DESIGNATION
	NETWORK & SYSTEM ADMINISTRATOR

	EXECUTING AGENCY
	CAPITAL HOSPITAL, CABINET DIVISON, GOVERNMENT OF PAKISTAN

	FROM 
	MARCH 2008 – DECEMBER 2009



Key role in designing, implementation and operations of the IT project sponsored by Electronic Government Directorate, Ministry of Information Technology to implement a State-of-the-Art IT Centre for CDA Hospital in Islamabad, to serve the need for 500+ users on LAN comprises of five buildings connected each other through Gigabit fiber based backbone connectivity;

· Installation, configuration and managing the operations of systems infrastructure based on Microsoft & Red-hat Linux environment includes Web servers, Domain controllers, DNS, DHCP, Application/Database server, WSUS, MS Exchange messaging server, ISA proxy server etc.

· Design, Implement and operate copper based LAN connected on Gigabit fiber based backbone (comprising of Core, Edge switches, Pix Firewall etc) to connect five buildings comprises of 500+ users.

· Managing and training a team of 05 ANA’s/ASA’s for the implementation and operations of IT Centre.

· Managed operations of IT infrastructure including Application servers, database servers, Cisco 45xx core switch, PIX Firewall, etc. 

· Key role in the preparation of organizational IT policy and SOPs for the smooth functioning of network & systems infrastructure.
	PROJECT TITLE
	HMIS & NETWORKING FACILITIES AT CDA-H, ISLAMABAD

	DESIGNATION
	NETWORK & SYSTEM ADMINISTRATOR

	EXECUTING AGENCY
	ELECTRONIC GOVERNMENT DIRECTORATE, 

MINISTRY OF INFORMATION TECHNOLOGY, GOVERNMENT OF PAKISTAN

	FROM 
	MARCH 2007 – MARCH 2008



Key role in designing, implementation and operations of the IT project sponsored by Electronic Government Directorate, Ministry of Information Technology to implement a State-of-the-Art IT Centre for CDA Hospital in Islamabad, to serve the need for 500+ users on LAN comprises of three buildings connected each other through Gigabit fiber based backbone connectivity;

· Installation, configuration and managing the operations of systems infrastructure based on Microsoft & Red-hat Linux environment includes Web servers, Domain controllers, DNS, DHCP, Application/Database server, WSUS, MS Exchange messaging server, ISA proxy server etc.

· Design, Implement and operate copper based LAN connected on Gigabit fiber based backbone (comprising of Core, Edge switches, Pix Firewall etc) to connect five buildings comprises of 500+ users.
· Managing and training a team of 05 ANA’s/ASA’s for the implementation and operations of IT Centre.
· Managed operations of IT infrastructure including Application servers, database servers, Cisco 45xx core switch, PIX Firewall, etc. 

· Key role in the preparation of organizational IT policy and SOPs for the smooth functioning of network & systems infrastructure.
	PROJECT TITLE
	FEDERAL GOVERNMENT DATA CENTRE & INTRANET

	DESIGNATION
	ASSISTANT NETWORK ADMINISTRATOR

	EXECUTING AGENCY
	ELECTRONIC GOVERNMENT DIRECTORATE, 

MINISTRY OF INFORMATION TECHNOLOGY, GOVERNMENT OF PAKISTAN

	FROM 
	NOVEMBER 2005 – MARCH 2007


Key role in implementation and operations of the State-of-the-Art server room for Ministry of Social Welfare & Special Education in Islamabad (‘A hub to connect 6 other Ministries/Divisions with Central Data Centre for Federal Government of Pakistan through career class switching infrastructure 65xx and high speed Gigabit backbone).
· Installation, configuration and managing the operations of systems infrastructure based on Microsoft & Red-hat Linux environment including web servers, Domain controllers, DNS, DHCP, Application/Database server, WSUS, MS Exchange messaging server, ISA proxy server etc.

· Design & Implementation of copper based LAN connected with Fiber based backbone connectivity (comprising of Core, Distribution and Edge switches etc) in order to connect two buildings comprises of 800+ users.
· Managing and training a team of 03 ANAs/ASAs for the implementation and operations of computer centre.

· Deployment of IT infrastructure design as per the FGDC guidelines includes computing and switching equipment. 
Training Courses
 
· Self Defending Networks (CISCO Pakistan)





2006
· Blackberry Messaging Infrastructure (InfoTech Pakistan)



               2006
· Redhat Linux 9.0 (Corvit Systems)






               2004

· Lotus & Domino Messaging Infrastructure (InfoTech Pakistan)                             
               2007
· Router Training (Corvit Systems)







2006
· D-Link Wireless and Stackable Switches (D-Link Pakistan)


              2006
· Microsoft Certified Systems Engineer (Corvit Systems)                                                                 2005
· Cisco Certified Security Professional (Corvit Systems)                                                                   2008

· Redhat Certified Engineer (RHCE)





                             2008
· MCITP                   (SELF)








2015
· CISSP       (SELF)






                                            2015
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