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MURAD.335483@2freemail.com 
CAREER SUMMARRY:
 I am having BS (IT) Degree, Certified as CCNA Sec, CCNA(R&S)/CCNP (R&S) and Paolo-Alto Networks (ACE) along with 5 years of professional IT (Network and Support) experience. Expert in IT Support, Desktop Support, Technical Support, LAN/WAN, Configuration, Testing and Commissioning on variety of vendors like CISCO, Fort iGATE, Juniper and Palo Alto network devices. 
PROFESSIONAL CERTIFICATIONS:
Cisco Certified Network Associate (CCNA R&S -) 
Cisco Certified Network Associate (CCNA Sec   -)
Cisco Certified Network Professional (CCNP Route) 

Cisco Certified Network Professional (CCNP Switch) 

Cisco Certified Network Professional (CCNP T-Shoot) 

Palo Alto Networks Accredited Configuration Engineer (ACE) – PAN-OS

PROFESSIONAL EXPERIENCE:
PAKISTAN TELECOMMUNICATION COMPANY 

IT Technical Support   Sep 2012 till Mar 2014 
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· Train Computer users Install, modify, and repair computer hardware and software
· Resolve technical problems with Local Area Networks (LAN), Wide Area Networks (WAN), and other systems

· Maintain daily performance of computer systems

· Provide technical assistance and support for incoming queries and issues related to computer systems, software, and hardware
· To configure Primary and Secondary Domain Controller of System office and to control complete network and problems
· To manage the security policies like, group policy, domain policy and Access list by Cisco routers as specific traffic could flow.

· To install software’s like auto cad, 3dmax, anti-virus, WinRAR and other software’s.

· Install, modify, and repair computer hardware and software.
· Configuring SAP/ERP, ERP of end users.  
· Track, route and redirect problems to correct resources.
· To configure network fax, printer and scanner of HP.
· Configuration of Domain Security Policies, Domain Controllers Security Policies, Local security Policies. 

· To Maintain, troubleshoot & Management of windows 2012 server.

· Diagnose and resolve technical hardware and software issues
· Gain feedback from customers about computer usage

Inara System – Peshawar - Pakistan 
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Network Engineer - Mar 2014 till Sep 2016
Responsibilities:

· Installing and configuring computer hardware operating systems and applications.
· Monitoring and maintaining computer systems and networks, talking with staff or clients through a series of actions, either face to face or over the telephone to help set up systems or resolve issues.
· Troubleshooting system and network problems and diagnosing and solving hardware or software faults.

· To install, configure and support Vlans and 802.1Q trunk on fast-Ethernet between switches.
· To Configure and maintain switches For POE, Inter VLAN Routing (layer 3 Switch).
· Providing support, including procedural documentation and relevant reports.
· Setting up new users' accounts and profiles and dealing with password issues.
· Responding within agreed time limits to call-outs.
· Working continuously on a task until completion (or referral to third parties, if appropriate).
· Prioritizing and managing many open cases at one time.

· To configure Cisco Call Manager Express and configuration of connected IP phones.
· To configure Vlans on Cisco switches to separate the voice and data vlans.
· To configure Gigabit Ethernet, Layer 3 Switching, Spanning Tree on Cisco Switches.
· Rapidly establishing a good working relationship with customers and other professionals, e.g., software developers etc.
· Testing and evaluating new technology;

· Maintaining / Updating the LAN/WAN diagram and complete inventory of network hardware along with interfaces, IP address, IOS version etc.
· Installation, configuration and Networking of Routers and Switches

· Testing/Configuration of CISCO Routers i.e. 26xx, 28 xx, 3650, 72 xx series.

· Testing/Configuration of CISCO Switches (CATALYST) i.e. 29 xx, 35 xx, series.

· Configuration of CISCO Wireless Access Points (AP).

· Configuring different Routing Protocols (RIP, IGRP, EIGRP OSPF and BGP).

· Responsible for Installation, Updates, Testing, Office Applications and deployment of machine running Windows 2000/XP/2003 Server.

· Designed Virtual Private Network (VPN) site to site and remote access solutions

· Supervise all daily and weekly IT procedures and reports.

· Maintenance and management of security devices, including, but not limited to maintaining firewall services to restrict network protocols and traffic, detecting intrusions or unauthorized access to networks, systems, services, applications or data.

· Cisco Instructor for Teaching CCNA.

· Extensive knowledge of PC/LAN-WAN communications hardware and software in multi-protocol environment.
· Remote support of on-site engineers and end users/customers during installation
· Remote troubleshooting and fault finding if issues occur upon initial installation
TECHNICAL SKILLS:
Networking:       
TCP/IP, FTP, SMTP, PPP, Telnet, SSH, TFTP, NTP, POE.

Routing:            
Static Route, Default Route, Floating Static Route, RIPv1 & V2, 


PBR, OSPF, EIGRP, BGP.

Switching:       
Vlan, VSS, Trunks, DTP, VTP, STP, PVST, RPVST, SPAN, RSPAN, HSRP, VRRP, GLBP, PACL, Port Security, MLS as DHCP, Router on a Stick, SVI, and Ether Channel L2/L3.                               

Network Security:    Cisco Adaptive Security Device Manager (ASDM), Secure VPN Management,                       Adaptive   Security Appliance (ASA), AAA.
VPN:  
IPsec VPN, Site to Site VPN, DMVPN, SSL VPN, Flex VPN. 
IT:
IT Support, Desktop Support, Technical Support, ERP Implementation 
Microsoft                MS Outlook, MS office, Widows O/S 7, 8.1, 10, Server 2008, 2012
Network Monitoring:    Log and Event Manager, PRTG.
Tool

HARDWARES:
Cisco Catalyst Switches: 2900, 3500, 3700, 4500, 6500, ME 3400 & 3600.

Cisco Routers:  1700, 2600, 2800, 2811, 3600, 3800.
Cisco ASA: 5505, 5510, 5520, 5540.
Microsoft:  Server 2008, 2012.
Other Venders:  JUNIPER, Fort iGATE, Palo Alto, F5.
PROFESSIONAL TRAININGS:
· ASA

· VPN
· IPS

· Paolo-Alto 

· Fort iGATE

· CompTIA   Security +
· F5 Big IP
· Kali
· MPLS 
· VoIP   
· Microsoft Visio 
· MCSE  
· CCTV
ACADEMIC QUALIFICATION:
	Exam 
	Session 
	Board / university

	Bs ( IT ) Hons
	2014
	AUP

	F-sc 
	2008
	BISE Malakand 


Personal:
Address:

Riyadh - Saudi Arabia 

Date of Birth:         15-03-1990

Religion:

Islam 

Gender:

Male


Marital Status:      Single
Nationality: 
          Pakistani
Languages :            English , Urdu  
REFERENCES:
References available upon request 
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