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Systems Administration | Networking  | MCSE    CCNA/CCNP/Firewall
Enterprising leader & planner with a strong record of contributions in streamlining operations, invigorating businesses, heightening productivity and improving systems & procedures
Location Preference: Kolkata, Bangalore & Hyderabad 
Profile Summary 

· Result-oriented Professional with 14 years of experience in: IT Security and Infrastructure Management.
· Spearheading the entire IT operations, system engineering, systems administration, networking, virtualization & infrastructure management and team management; building& maintaining vendor relationships

· Formulating and implementing strategies for disaster recovery management including planning and designing servers for backup and recovery of database information
· Overall administration of LAN & WAN system involving design of network layouts, configuration and maintenance of web / servers, databases, network services and peripherals including routers/switches

· Server administration and network administration and virtualization solutions

· Expertise in designing, scoping, planning & implementation, and standardization of network processes & workflows

· Competent in driving Information Security Awareness and establishing best practices across the organization 

· Possess sound knowledge for developing information security frameworks, conceptualizing information security policies and ensuring compliance with security standards & procedures 

· Excellence in assigning user nodes to various devices installed and networked; handling allocation and protection of user rights, as per company’s policies
· An enterprising leader with skills in leading personnel towards accomplishment of common goals

Work Experience 
IBM Global Services as a IT Architect Support Canada, US and Singapore  (Magna InfoTech Ltd.) September 2016 to Present (Project have completed)
· Firewall: 300c , 100d, 110c,30e :-  We have firewall with HA ( Active-Active) configuration and have policy and DDoS,/IPS protection Configuration.  Load Balance for IPS , IPsec VPN for All site office. DMZ zone setup for appliance from outside attack.

· Local IP to Public Routing through firewall for ERP, CCTV, Appliances
· IBM DataPower ( Version 7.5.0) :-  a) User Creation, new Domain Creation, SSL Proxy Profile, Reverse Crypto Profile, Forward Crypto Profile, Https Front Side Handler, Keys & Certs Management, Multi-Protocol Gateway, DNS Cached Hosts ,IGPM Status, AAA Policy setup, Telnet and SSH service enable or Disable  

· With HA configuration and Policy with Deployment of All Prod. Appliance, Dev, Test1, Test2, Test3  

· Security Patch Update -  Ciphers,  SSLv2,  SSLv3 over Internet, Disable SSLv3 under the  dispatcher domain.
	· 


· VM Ware ESX 5.5 :-- Support , Installation New Host, Backup of all windows server 2012 r2 64 bit.
· Install New Windows server 2012 r2 for Symantec Admin, New Data power, Firewall, File Server.
· Daily Basic Team Meeting for All Client Support and Issues. Shifting Job, handover job to next resources, informed to group mail. Update, Upgrade process for all appliances weekend time, Remote Support, Backup Process, Client meeting for issues, Meeting with internal team and Sr. Project Manager to improve support  
· Setup all Client office MPLS and  P2P connection with Load Balance
· All Switchs setup with Manageable and Centralized Control (Cisco 2690, Net gear 724)
· Windows Server 2008 r2 AD DS support ( Domain Controller Backup , Support with Microsoft Axapta )

· Hardware Firewall (forty Gate 100D, 50b, 60c and 30d) maintain for all Internet users and load balance IP Sec, SSL

· File Server Windows Server 2008 Support and backup

· Anti-Virus Server (Trend Micro User)Create Policy (Usb Block, plug & Play Block, Storage
· New Branch Office Setup: -- Creating Lan and Wan with Manage2 Switch and Frigate Firewall HA setup.

· All Branch Office have three ISP connection with Load Balance and Backup Connection
Shrachi Group, Kolkata location as IT Manager (Engineer, Hospital, Real Estate, Diagnostic) Paper Production and Engineering):-  November 2003 to 2016
Key Result Areas:

· Managing the operations for:

· Microsoft Windows Server 2008 Active Directory (Support and Backup)
· Windows Server 2008 DHCP and DNS Server Support 

· Lotus Domino Server and Client Support & Backup

· Hardware Firewall (forty Gate 100D, 110C) maintain for all Internet users and load balance IP Sec, SSL
· File Server Windows Server 2008 Support and backup
· HR Payroll and Attendance software backup
· Anti-Virus Server (Trend Micro 300 User)Create Policy (Usb Block, plug & Play Block, Storage ) and maintenance
· Tele Rader : For Online Report Collection.
· Involved in development of Land Bank in Business Development Module for ERP (In4Velocity)
· Formulating work category and materials budget

· Governing the operations for Payment Schedule, Payment Plan, Charge Type and Tax Type addition in sales module
· Involved in tracking the service taxes (register, unregister), vat creation from engineering master, so on
· Making entries from store, material creation in purchase module
· Controlling the operations such as voucher posting, tax mapping, bank addition in finance module and Tally ERP9
· Effectively managing the operations for:
· ALL Site office MPLS VPN and IPSEC VPN Connection maintain

· Fire Wall Daily Basic Monitoring for Log & Report. Monitor Forward Traffic, Local Traffic, Security Log

· Monitor IPsec /SSL-VPN Check Web Filter
ERP Support (IN4VELOCITY ERP) Running over 150 National and 4 International Company.

        Payment Schedule, Payment Plan, Charge Type and Tax Type addition in sales module.

a. Service Taxes (Register, unregister), Vat Creation from Engineering Master.

b. Store, Material creation in Purchase Module.

c. Voucher Posting, Tax Mapping, Bank addition in Finance Module and Tally ERP9.

d. User Creation, Stuffing for Different Project.
· Data Backup application and SQL through NAS Storage
· Data Ageing Report from SQL Query for ERP 

· User Creation and stuffing for different project For ERP

· Updating of New Build and Patches for ERP(In4 Velocity)
· Followed procedures, change management best practices, ensured network availability and maintenance of disaster recovery stance

· Maintained network and systems by managing product and capability roadmaps, establishing maintenance procedures, and working with systems administrators and other engineers to perform regular network maintenance

· Ensured that IT systems, applications, and communication equipment within the organization were managed and maintained in accordance with documented processes, procedures, guidelines, and instructions

· Supported and monitored the existing infrastructure, supervised preventative maintenance and backup as well as performed other regular support activities to ensure effectiveness

· Managed the successful installation of storage services and onsite assignments for Nass clients across industries

· Ensured minimization of work and changes to prevent disruption to existing business services

· Reviewed design documents supplied by vendors and partner solution architects
Previous Work Experience 
Oct'2002-Oct'03

Icon Infosys System, Kolkata as IT Engineer
· Maintained network and systems by managing product and capability roadmaps, establishing maintenance

· Hardware -  PC & Laptop Configuration 
· Domain Controller – User Create , Join Group, Setup server 2000
· Support of Site office Hardware & Network

· Installation of  OS – PC & Server  windows 98, windows xp
· Payroll Software, Attendance Software – Install Setup, Backup Process.

· Anti-Virus Software Support.
Academic Details
2014

MCA from University of Sikkim, Manipal
Percentage: (60 % to 65 %)
1998

B.Com from University of Calcutta   Percentage:   
Certifications
· Certified in:

· Cisco Certified Network Associate  (CCNA -640-801)       Percentage :  92 %
· Cisco Certified Network Associate  (CCNA -200-125)       Percentage :  90 %

MCSE:          1.  Installing and Configuring Windows Server 2012  (paper 410)  Score : 840
                       2. Administering Windows Server 2012 (paper 411)  Score : 894
                       3. Configuring Advance Windows Server 2012 Services  (paper 412) Score: 788
                       4. Designing and implementing a server Infrastructure  (paper 413) Score:  756
                       5.  Implementing an Advance Server Infrastructure  (paper 414 ) Score : 737
· MCP (Microsoft Certified Professional) - Global Certified (70-270)
· MCP(Windows Server 2003 Network Infrastructure, Configuration) – Global  Certified (70-291)

· MCP(Installing, Configuring and Administrating Microsoft Windows Server  2003 Server ( 70-290) Global
· MCP (Windows 7 Desktop Administrator (70-686) 
· Oracle DBA (10g)- (From SQLSTAR)
· 1Z0-047 Oracle Database SQL Expert  Score : 96 %
· 1Z0-042 Oracle Database 10g : Administration I Score : 98%
· 1Z0-043 Oracle Database 10g : Administration ll Score: 76%
Personal Details 
Date of Birth:

30th December 1976               Current Location : Kolkata
Languages Known:
English, Bengali and Hindi
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