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Vidya                                                                                


E-Mail:     Vidya.349560@2freemail.com 

Profile Overview
Action oriented Information Security and Compliance Professional with over 6 years of experience in professionally supporting Organization compliance efforts with federal and standards reporting requirements and obligations. 
· An organized and highly motivated professional with strong communication & interpersonal skills with ability to perform individually or as a Team with focus on accomplishing organizational goals and objectives.

· Thorough understanding of reviews, documentation, IT systems assuring comprehensiveness, maximizing efficiency and ensuring ethical and legal business conduct.

· Experience in IT sector in Security audits, Vendor risk management, System Compliance, incident management and user/Clients management. 

· Well versed with various regulations and Security standards like SOX, SSAE16, PCIDSS, HIPPA, ISO.

· Experience across InfoSec Risk Assessment, Compliance Audits and ISO 27001 implementation & reviews.

· Possess good knowledge of Information Security Audits (SSAE-16, SOX, and ISO), Compliance (Metrics & Management presentation) and Systems Security (Health Checks, Vulnerability Scans, and Vulnerability Remediation). 
· Skilled communicator able to create open lines of communication between stakeholders, team members and customers, possess strong analytical and leadership skills.
Career Experience
Currently working at Wipro Technologies, India (Aug 2015 – till date), as Associate Consultant (RCDA, Enterprise Security Services).

Project:  Vendor Risk Management Review

Job Description

The objective of the service provider review is to verify implementation of controls for compliance with ICICI bank’s outsourcing procedural guidelines. The following parameters were addressed during the review: financial strength of service provider, sub-contracting, incidents of breaches of confidentiality, business continuity management, compliance breaches, performance evaluation of service provider and effectiveness of controls to mitigate the operational risk and outsourcing risk at the service providers’ premises.
The assessment approach is as follows:

· Meet with the point of contacts from ICICI bank to gather information and identify the appropriate assessment scope.

· Review and understand the agreement signed by ICICI bank and service provider.

· Conduct interviews with key contacts.

· Review documentation and evidence to validate the implementation of controls.

· Identify areas of control deficiency and make specific recommendations for improvements.
Project:  SOC II Internal Review

Job Description
· Performing SOC II internal review on various Systems and Technologies like Windows, VM ware, Unix, Storage, Network Operations, Database- SQL, Oracle.

· Review Logical Access controls (User Access, Admin Access, Password control, Data Center Access)

· Review ITSM Process effectiveness, Change Management, Problem Management, Incident Management.

· Conduct internal reviews, Request IDR and analyzing the data, identifying the gaps & defects.
· Working with respective teams for mitigation or remediation efforts for the defect identified.
Prior Experience
Worked with IBM India (Feb 2011 – Aug 2015) as “Audit and Compliance Focal”.
Job Description
Project 1: Audit & Compliance Testing in CMSD
Project Objective: To ensure and maintain compliance related activities of the entire service line and to perform and support various audits for CMSD customers.

Job Description
· Compliance and audit focal for Multiple Client and have successfully conducted the SSAE-16, KCO and HIPPA. 

· Expertise in Systems Health checking, Scan, Remediation and Patch Management.

· Possessing Knowledge of IS Audits (SSAE-16, G2G, KCO), Compliance (Privilege Monitoring of User Id’s and Access validation) and Information Security (Health Checks, Vulnerability Scans). 
· Work with respective teams for mitigation /remediation efforts for the defects identified.
Project Name 2: SSAE-16 Audit  


Project Objective: To perform Multi-Client Audit on all MSD (Managed Service Delivery) Servers in order to be compliant to Statement of Standards and Attestation Engagement -16 Audit (SSAE-16) and produce unqualified report.
Responsibilities in this Role: 

Performed Audit in Logical Security Areas like Change Management, Problem Management, IAM, Patch Management, Health Checking, Vulnerability Scanning, System Retention Access Logs, Host Intrusion Detection System (HIDS), Systematic Attack Detection (SAD) Antivirus (Mc-afee and Symantec End Point Manager) Health check and Vulnerability scan Remediation.

Project 3: Key Controls Testing Audit (KCO- Audit)

Project Objective: A process designed to provide reasonable assurance regarding the achievement of three bjectives-Effectiveness and Efficiency of Operations, Reliability of Financial Reporting, Compliance with applicable laws and regulations

Responsibilities in this Role: 

· Reviewed and understood the key control and related testing plan

· Performed testing on samples and record results timely

· Identified any defects and record results

· Assisted with root cause and risk analysis as required

· Performed remediation testing when required
Project 4: Compliance Administrator

Job Description
· Increase the availability of 100% compliance structure for the account through a rigorous monitoring of systems, non-compliance issues/incidents reported, compliance metrics in a Green posture.

· Communicate to Platform teams to perform and submit Quarterly Health Checks and Patch scan and remediation’s results for servers & network devices.

· Review Internal Audit - Checklist with respective departments( i.e. Network, Security, Service management, UNIX, WINTEL,SAP)

· Pro-actively bring forth and reduce issues related to Patch and Health check assets Compliance

· Coordinate and engage teams to own issues in CIRATS and ensure a proper closure on time to avoid any account risks. Ensure Security policy requirements met and followed.

· Participate and coordinate internal audit readiness programs, Provide pre-audit and post-audit support for both internal and external audits to understand and fulfill data requests, understand findings/conditions and establish rightful ownership of the issues. 

· Provide guidance and mitigations, justification, RCA and action plan for the over dues and work with relevant stakeholders to ensure timely and proper resolutions of all Overdues.

· Conducting interlocks with service line, internal compliance and other RDC teams to making a clear concise communication, follow-up, new tasks and issue closure.

· Reduction in the number of internal Cyber security failures like WST, ISAM by including a weekly trend analysis, root cause and action plans.
Training and Certifications
· Certified ISO 27001:2013 Lead Auditor

· ITIL Foundation (IBM Certified)
· IT Reviews and Assurance program (Wipro internal)
Academics
· B.E (E&C), VTU, Vivekananda Institute of Technology, Bangalore, year 2010, 65%.
· S.S.L.C & PUC, MES College, Bangalore, year 2006, 85 % & 61%.
Soft skills & Strengths
· Self-motivated & potential to handle more responsibilities

· Presentation skill, better  time-management and self-organization skills

· Ability to lead, multitask and work well in a team environment.

· Strong problem ownership and analytical skills.

· Ability to plan and manage projects along with ensuring deliverables meets work plan specifications and deadlines.

Personal Details
Date of Birth

11 April 1988
Languages Known    English, Hindi, Kannada
Marital Status 
Married
Nationality                 Indian
Declaration:
        I hereby declare that the information furnished above is true to the best of my knowledge.
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