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Mohammad 
SENIOR NETWORK ENGINEER | MANAGER (IT/SECURITY) | NETWORK ADMINISTRATOR / ARCHITECT
Professional with 12+ years experience predominantly in the Network Administration, Network Security & Engineering
Profile Synopsis

 
· A dedicated and dynamic Cisco Certified Consultant with 12+ years rich experience in Security, Network Design architecture and implementation engineering in Pakistan, Afghanistan and USA. 

· Proven expertise in identifying cost-effective technical solutions that meet business needs and implementing IT changes with minimum downtime.

· Insightful experience in network security and systems planning and design, capacity planning, policies, network design and implementation support of large-scale multi-vendor solutions.

· Possess comprehensive expertise in system integration, 

system architecture, design optimization, testing, and validation. Expertise in customer and technical support, project management, design and technical documentation, request for proposal (RFP), network equipment testing and recommendations. 

· Capability in configuration of MPLS VPN Layer-2 & 3, customer requirement and solid understanding of network technologies such as MPLS, QoS, and TE. Comprehensive understanding and practical knowledge of various hardware concepts, networking, software and monitoring tools.

· Core strengths in project & people management skills coupled with professional competencies in mobilizing and judiciously managing resources with structured inputs in the domains of project planning, scheduling and monitoring to ensure project accomplishment within defined time/cost parameters.

· Conceptually strong with a pioneering and logical approach to the work with an eye for detail. An effective team player with excellent temperament to multi-task entwined with strong work ethics and the perseverance to get things done.
Professional Achievements

Telecom Services & Consultancy
· Managing and supervision of installing, maintaining and supporting communication networks/security (LAN & WAN) and operation within an organization and branches, and ensure the smooth operation of communication networks in order to provide maximum performance and availability.

· Designing and architecting of campus network and Security Architecture

Aviat Networks

· Set a high standard of accomplishment in performing internal and external customer network management, network design for mobile IP connectivity (3G) for new customer deployments.
· Achieved efficiencies in performing periodic analysis of performance reports and observations to proactively prevent issues from occurring.
Pakistan Telecommunication Company Limited

· Established and delivered consistent technical direction, collected and analyzed network performance metrics, established and enforced network service level agreements in consultation with the network engineering manager.

· Achieved milestone in addressing and resolving complex technical problems relating to the installation, upgrade, and daily operation of local and regionally distributed network hardware and systems.

· Implementation and Operational level experience in Network & Security domain.
Core Competencies

	ICT & Security
	Network Operations 
	Network Architecture 


	IP Datacom
	Project Management
	Training And Development


	Troubleshooting/IP & MPLS 
	Cross Functional Coordination
	Customer Network Management



Career Contour

SENIOR MANAGER ICT & SECURITY 

Telecom Services & Consultancy, Islamabad
                                                             
    
               Jun 2015 to Present
SENIOR IP/MPLS EXPERT 
Aviat Networks (Formerly known as Harris Stratex), Afghanistan 



            Dec 2012 to May 2015
SENIOR MANAGER - NETWORK OPERATIONS
Pakistan Telecommunication Company Limited, Pakistan 




            Dec 2010 to Nov 2012
NETWORK ARCHITECT
Maron Structure, Chicago, USA 







           Aug 2009 to Oct 2010
MANAGER IP DATACOM
Pakistan Telecommunication Company Limited 





             Jan 2008 to Jul 2009
IT NETWORK ENGINEER

Pakistan Telecommunication Company Limited 





           Mar 2007 to Jan 2008

MANAGEMENT TRAINEE
Pakistan Telecommunication Company Limited 




                          May 2006 to Mar 2007
ASSISTANT ADMINISTRATOR
Info Tech 









           Jan 2005 to Mar 2006
NETWORK AND INTERNET CONSULTANT
Part Time Consultancy 








           Nov 2010 to Nov 2012
Domain Skills

Senior Manager ICT & Security
· Firewalls, IDS/IPS, Email Security, System OS Security, Remote Access Security, DNS Security, Wireless Security, web filter security, F5 Load Balancer,router and switching security and Windows Servers

· Responsible for protecting system by defining access privileges, control structures, and resources.

· Proactively contribute in recognizing problems by identifying abnormalities and reporting violations.

· High-level responsibilities include implementing security improvements by assessing the current situation, evaluating trends, and anticipating requirements.

· Solely responsible for organizing and managing resources while creating estimates for the project, work breakdown structure, project plan, contingency plan & schedules, identify risks within defined scope, quality, time and cost constraints.

· Accountable for conducting periodic reviews of the device's configuration to remove any wrong or unneeded configuration.

· Interface with service owners as customers to understand their problems and give a proper response to their queries.

· Put in distinguishing efforts for design and architecture for all the new services and products. 

· Associate closely with Customer planning teams on capacity planning, upgrades, and design issues related to existing solutions.
Senior IP/MPLS Expert
· Total responsibility for IP/DCN planning & design, including Field Support for end customer in addition to the installation and commissioning of Network Management Systems.

· Assigned with additional responsibility of monitoring NMS related activities that included SW/HW upgrades, configuration, installation, testing and integration and adding Network Elements to the NMS..

· Responsibilities included strategic business planning for diversifying into new product segment.

· Employed strong leadership skills in Field supervision for 3G roll out planning, execution and delivery.

· Contributed notably in the configuration and maintenance of MW & IP/ MPLS based network with IPSEC, security solution, Internet caching and URL filtering.

· Coordinated efforts in deployment of Cisco identity service engine (ISE) to enforce security and access policies for end point devices connected to customer routers and switches.

· Accountable for regular maintenance of NMS servers, deployment of Cisco ASA 5515 to secure Customer network and also responsible with network diagnostic tools, including Wire shark/Ethereal, and TCP dump.

· Exercised solutions oriented approach in trouble shooting of IP configuration related issues. 

· Imparted great contribution in IP capacity management with layer traffic E2E configuration and integrations with QoS mapping, configuration and assurance.

· Played an integral role in providing higher technical support and training to NOC and other operations teams with regards to NMS & IP/MPLS infrastructure. 

· Developed plan to ensure the system and service availability of the network on 24x7 basis.

· Established strong record in managing all phases of projects, including planning, integration, deployment, testing, cutover, and training and customer acceptance.

· Credited for mediating consensus with customer and subcontractors regarding responsibilities, objectives, timelines, deliverables and activities.
Senior Manager - Network Operations 

· Personally responsible for providing architecture, engineering and operational support for the network infrastructure consisting of switches, routers, wireless, load balancers, WAN optimization devices and monitoring of Network Attacks.

· Coordinated effectively with customers, vendors, and other technical staff to analyze business and technical requirements relating to the network and systems infrastructure.

· Proactively contributed in strategic planning for new initiatives in the changing business context with multi-technology while ensuring the proliferation of industry best practices and benchmarking.

· Closely monitored the day-to-day health of the enterprise network infrastructure, with a focus on assuring network stability, capacity and organizational productivity (the network was a converged IP network carrying voice, video and data).

· Actively engaged in the development of network architecture/engineering designs, changes, and configuration management.
Network Architect

· Demonstrated exemplary expertise in the implementation and configuration of routing protocols with the redistribution on Cisco Routers (IGRP, EIGRP, OSPF, RIP v1, v2, BGP, VRF, L2, L3 VPN, QoS IP/MPLS, LSP, LDP, BFD, RSVP, VLAN, VRRP, STP, & Static routes).

· Responsible for coordinating department activities, staff assignments, computer operations and data network activities.

· Trusted for ensuring the smooth execution, maintenance and interconnection of ASR/GSR, high end routers. 

· Proved instrumental in security monitoring, designing, implementing and maintaining a routed and switched IP network infrastructure based on an understanding of core networking concepts and industry best practices. 

· Developed plan to ensure quality deliverables to clients by applying technical methodology and enforcing project standards.

· Proposed desirable additions and development of the IP Network to the senior management.

· Leveraged broad competencies in continually planning for the expansion of the IP network.

· Provided management and support to analyze requirements to assist in the development of supporting network solutions and their framework, to align architectural strategy with business objectives.
Academic Credentials

· Master of Science in Information Technology MS (IT) 

Shaheed Zulfikar Ali Bhutto Institute of science and technology (CGPA: 3.40/4.0)

Trainings & Certifications

Emerging Technologies ( Communication Skills ( Network Security ( Communication & Presentation Skills for better Customer Services ( Project Management ( Winning Customer through Care ( Data Centers ( SDN ( VMware ( Network Planning & Analysis  ( Implementing Cisco MPLS TE ( Leading Teams ( 3G/4G ( CTR 8300 ( CCIE Data Centers Bootcamp  ( CCDE Bootcamp ( Aruba ( Firepower and Advanced Malware Protection

Technical Skills

Cisco Routers: 38xx, 36xx, 28xx, 18xx, 17xx, 76xx wireless routers ( Cisco Switches: Catalyst 49XX, 45xx, 35xx, 29x, 3750 ( Cisco ASA 55xx, Cisco ISE, ACS, (Web Security Appliances) WSA ( Email Security Appliance (ESA) ( Wireless LAN Controllers ( F5 Load Balancer ( Fortinet ( Nexus 5k, 7k ( Huawei Routers: NE80, NE40, NE20 ( Huawei Switches: S53xx, S39xx, S33xx, S23xx ( Routing: RIP, OSPF, EIGRP, BGP, multicast routing, route-maps ( Switching: VLAN, VTP, STP, ether-channel, redundancy protocols (HSRP, VRRP and GLBP) ( IP MPLS, MPLS L2/L3 VPN, IPSec Multicasting ( Microsoft Products (  QoS ( Network Designing, LLD, HLD ( Network Auditing, Network Management Network Project Designing ( Implementation & Support ( Large Scale WAN Design and Implementation ( Network Management (SNMPv3, Syslog, EEM,Netact, ProVision, Netflow, OPmanager) ( 3G IP Planning/DCN ( CRS-1, CSR-3 GSRs, ASRs, SNS ( Network Architecture/Infrastructure ( IP Core, Carrier Ethernet
Personal Dossier

· Date of Birth: 07th September 1981
· Languages Known:  Urdu, Hindi & English 
· Nationality: Pakistani
· Visa Status: Visit Visa
  References are available upon request[image: image1.png]
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CERTIFICATIONS





CCIE (Cisco Certified Network Internetwork Expert) R&S No. # 48753.


CCIE (Cisco Certified Network Internetwork Expert) Security 


CCNP (Cisco Certified Network Professional).   


CCNA (Cisco Certified Network Associate). 


PMP (Project Management professional)











