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	Summary


· 10 years hands-on experience in Big 4 and Industry in various domains of Cyber Security and Privacy
· Worked with major organizations based in Dubai, Sharjah, Muscat, Bahrain and Kuwait in solving their most critical cyber-security challenges 
· Certified Information Systems Security Professional (CISSP), Certified Information Privacy Technologist (CIPP/IT) and Encase certified Forensic expert (EnCE)
· Experience in working with CIOs, CPOs and CISOs of global organizations
· Masters holder in Business Management (Systems specialization) and Bachelors in Electrical Engineering
	Organization
	Designation
	Duration

	Ernst & Young (EY), Dubai
	Manager
	September 2016 - Present

	KPMG
	Manager
	May 2010 – June 2011, January 2014 – July 2016

	Reliance Industries Limited (a Fortune 500 Oil & Gas conglomerate)
	General Manager
	July 2011 – December 2013

	PwC
	Consultant
	November 2005 – June 2008


	Skills / Expertise


	Area
	Skills/Expertise

	Information security
	· Information security governance (policies, procedures, organization structure)

· Information security audits 

· Information security risk assessment

· ISO 27001 implementation

· Information security awareness

· Information security architecture

· Data classification

	Data protection/privacy
	· Privacy policies and procedures

· Privacy impact assessment

· Personal information inventory

· Privacy awareness

· BS 10012 / EU GDPR implementation

	Business resilience
	· Business impact assessment

· Risk assessment

· Business continuity strategy

· Business continuity plan and disaster recovery plan

· BCP drills/table-top exercise

· ISO 22301 implementation

	IT audits
	· Internal Audit program and charter

· IT General controls audits, IT application controls audits

· Interfacing with external auditors

	Security Operations Centre (SOC)
	· SOC framework including SOC charter and catalogue

· SOC Governance structure

· SOC Policies and processes (including shift roster etc.)

· Threat specific incident response processes

· SOC KPIs and SLAs

· SIEM implementation and integration

· Machine learning and Artificial Intelligence


h
Industry Sector and Project Experience
	Telecommunications and Technology


· Worked with some of the largest Telecom operators world-wide on solving their most critical cyber security challenges

· Led the Data Privacy framework implementation at Vodafone and Idea Cellular (India’s third largest telecom operator) by way of Privacy policies and procedures, Privacy Impact Assessment, PII Inventory, Risk landscape identification and finally achieve BS 10012 certification for the various OpCos
· Assisted BATELCO (Bahrain Telecommunications Company) in creating the information security audit framework and testing of information security controls
· Project Manager for implementation of information security architecture and systems for 4G Telecom business of Reliance Industries Limited (Reliance Jio)

· Creation of enterprise security architecture for 4G business

· Identification of various information security solutions for monitoring the various security touch points

· Implementation and roll-out of the security solutions pan-organization

· Monitoring and reviewing deliverables on Security Governance, Risk & Compliance, Privacy, Enterprise security architecture and Security solutions implementation from multiple renowned vendors like EY, IBM, Symantec etc.
· Assisted Dialog Axiata, the largest telecom operator in Sri Lanka in designing the Data Privacy framework by way of Privacy policies and procedures, Privacy Impact Assessment, PII Inventory, Risk landscape identification and finally achieve BS 10012 certification

· Led the Data Privacy Impact Assessment at Yokogawa Middle East as part of its global EU GDPR (European Union General Data Protection Regulation) readiness strategy

· Created the information systems audit framework for Infosys, Wipro and Serco (India’s largest IT/ITES firms) as part of their global SOX compliance and responsible for reviewing the IT security controls and Application controls

	Banking and Financial Services


· Worked with some of the largest financial institutions such as Banks, Insurance companies and Fund Management Houses on solving their most critical cyber security challenges
· Successfully set up 24X7 Security Operations Centre (SOC) leveraging Machine learning and Artificial Intelligence based Network Behavior Anomaly Detection technology and responsible for client delivery

· Implemented and on-boarded the Sharjah Government Finance Department on the SOC

· Implemented and on-boarded Sharjah Islamic Bank on the SOC

· Implementation of ISO 27001:2013 certification at HDFC ERGO, one of the leading general insurance houses in India comprising information asset register, risk assessment & risk treatment plans, ISMS documentation, security assessment of critical IT infrastructure etc.

· Implementation of Business Continuity Management Framework aligned to ISO 22301 at HDFC Asset Management Company, one of the leading mutual fund houses in India comprising Business Impact and Risk Assessment, BCM strategy and policy, IT DR and DR Testing/training

· Created the information systems audit framework for HDFC Bank (India’s largest private sector bank) and Wing Lung Bank (a large private bank in Hong Kong) and responsible for reviewing the IT security controls and application controls
· Executed various digital forensics engagements using tools like Encase@Forensic and OutIndex and was instrumental in setting up computer forensics lab at PwC (specifically used for forensic investigation of financial transactions)

	Oil and Gas


· Project Manager and Security Architect for implementing and leading Information Security Operations Centre (SOC) at Reliance Industries Limited (RIL), a fortune 500 Oil & Gas conglomerate
· Definition of use cases, governance structure, incident response processes, reporting and dashboards etc.

· Implementation and fine-tuning of SIEM / monitoring tools (IBM QRadar) and integration of various log sources
· Leading a team of 10 SOC analysts for 24X7 cyber-security monitoring of RIL’s information assets and monthly updates to management
· Comprehensive gap assessment of RIL’s information security posture (in association with a renowned vendors like Deloitte) and prepare an implementation roadmap

· Formulated RIL Information Security Policies, Normative Standards and Procedures in alignment with ISO 27001/27002 and NIST standards
	Other Sectors


·  (Aviation) - Created the cyber security governance framework including policies and procedures and associated awareness for Oman Air in alignment with NESA, ISO 27001, COBIT and other global standards

· (Government) - Acted as the Cyber Security and Data Protection awareness SMR for  Dubai Economic Development (DED) 

· Developed data protection articles and videos for creating awareness among SME enterprises who wish to get enrolled on the DED platform

· Developed data protection/privacy maturity assessment framework for  SME enterprises

· (Metals and Mining) – Comprehensive cyber security review of the IT and SCADA environment at Vedanta PLC (one of the largest Metals and Mining giants globally) as part of their global CPNI (Critical National Infrastructure Protection standard in the UK) compliance
· (Power and Utilities) - As part of the large deals team, played a key role in winning a multi-million dollar smart grid implementation project at Ministry of Electricity and Water, Kuwait
· (Hotel & Hospitality) - 6 month secondment at KPMG Hong Kong working on IT Risk Management / IT Audit projects focusing on Hotels and Hospitality sector
Tools and Technologies
	Area

	Security solutions

	Governance, Risk & Compliance

	· RSA Archer
· IBM Open Pages

	Security Analytics
	· Cyber Analytics and Network Behaviour Anomaly Detection (PathScan)

· SIEM - IBM QRadar and Splunk

· Digital Forensics tools - Encase@Forensic and Solera DeepSee


	System Security

	· Antivirus solutions - Symantec Endpoint Protection (SEPM), Carbon Black
· Encryption solutions - Symantec PGP whole disk encryption, Microsoft Bitlocker

· Certificate and Key Management solutions - Microsoft CA, IBM TKLM
· Mobile Device Management solutions - Sybase Afaria

· Patch management solutions - Microsoft SCCM and IBM Tivoli Endpoint Manager

· Vulnerability Management solutions - Tenable Security Centre


	Data Security

	· Digital Rights Management solutions - Microsoft ADRMS and Seclore

· Data Masking solutions - IBM Optim

· Database Vulnerability Management solutions - IBM Guardium


	Application Security

	· Application vulnerability management solutions - IBM Rational AppScan

· Web application firewalls - F5 ASM, Imperva WAF

	Network Security

	· Advanced Persistent Threat solutions - FireEye and Mcafee APT
· Intrusion Prevention solutions - IBM Proventia

· Network firewalls - Cisco PIX/ASA

· VPN solutions - Cisco VPN and Microsoft UAG

· Wireless Intrusion Prevention solutions - Airtight and Airmagnet


	Gateway Security

	· Email filtering solutions - Cisco Ironport

· Web filtering solutions - Microsoft Forefront TMG

· Carrier Grade URL filtering solutions - Netsweeper

· Carrier Grade SPAM/SMS filtering solutions - Cloudmark and Adaptive Mobile

· DDoS Protection solutions – Arbor, Radware

	Identity & Access Management

	· Privileged Identity Management solutions - Arcos and CyberArk

· Multi-factor authentication solutions – RSA token

	Standards/ frameworks
	· NESA, ADSIC

· ISO 27001/27002, ISO 22301, COBIT, NIST, CPNI

· GAPP, BS 10012, ISO 29100

· SOX, ISAE


	

	


	Education


	MBA (Information Management)
	2008 - 2010
	S.P. Jain Institute of  Management & Research
	Mumbai

	B. E. (Electrical Engineering)
	2001 - 2005
	Jadavpur University
	Kolkata


· Co-published research paper at 2010 IEEE International conference on Service Operations, Logistics and Informatics, China aimed at developing “SmartGrainSupply” for India, recommended branding methodology and technology-based strategy for supply chain optimization with Prof. Jacob Tsao, San Jose State University
· Co-published research paper at 2009 INFORMS SSME International Conference at HKUST Hong Kong highlighting the utility and implications of “DIY” services of Telecom Service Providers) with Prof. Nilanjan Chattyopadhyay, SPJIMR
· MBA Internship at Microsoft India’s Gurgaon office on Customer & Partner Experience” (CPE) strategy for “Small and Medium Solutions & Partners” SBU
· Nominated for and attended the PwC APAC Security Technologies training program conducted at PwC Hong Kong Office
	Extra-curricular Activities                                                                                                                                                    


· Corporate Social Responsibility, Ernst & Young Dubai

· As part of the Year of Giving, visited multiple labor camps and distributed food for Iftaar
· President, Toast Master’s Club, Kolkata chapter
· Responsible for initial setup, participant interaction and brand building
	



