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Objective:   
Seeking a challenging assignment as an IT security Engineer to utilize my 11+ years of total IT expertise out of which four years of experience specific to Information Risk and Security area and to serve a reputed organization

Certifications




· ISO 27001-ISMS-(Lead Auditor) Bureau Veritas

· CEH - Certified Ethical Hacker - EC Council certified

· CSA-Certified Security Associate –TICCIU Online certified

· ITIL - V3 Foundation – EXIN  certified

· MCSE – Microsoft certified- ID -SR9874833
· CCNA-Cisco certified
· SBCNP - Sans bound

· NCVP-NetSys InfoTech

· ADCHS-ADCN-Chip Systems

· PHP – Accord Informatics

Seminars and Training Sessions
· VULNERABILITY MANAGEMENT- Qualys Guard

· WEB APPLICATION SECURITY- Qualys Guard

· CHECK-POINT FIREWALL-Sans bound

· MS-EXCHANGE SERVER-Sans bound

· RHCE-Sans bound

Synopsis       
· Risk analysis and mitigation on heterogeneous platforms ranging  from WAF, Load balancers, Firewalls, Web Servers, applications, Databases, Middleware’s, Virtual environments including the storage layers

· Manage Risk and Security using ITIL processes 

· Risk mitigation on Production, Test and Disaster recovery sites covering servers, networks and Appliances

· Very familiar on risk analysis tools like NMAP, NESSUS, XMAS, METASPLOIT, WIRESHARK, BURPSUITE, BACKTRACK, WHOIS, WEBDATAEXTRACTORPRO, PAROS, ANGRY IP SCANER, XSCAN, TRACEROUTE,QUALYS GUARD, etc.

· Expertise in Black box scanning 

· Regularly communicate and educate staff of various departments about the emerging threats and  create IT Risks and Security culture and awareness

· Conduct periodic ISMS audits and mitigation

· Implement and adhere to the published Information Technology policies and procedures 

· Coordinate and mitigate the IT Audit findings with Operation, network, Infrastructure and  other units

· Implementing security solutions and solving problems in coordination with multiple solution vendors

· Implement solutions using project management methodology and deliver them on time

· Excellent security knowledge in using command lines in Microsoft domain

· Very good team player with knowledge sharing  attitude and documenting and report generation skills

· Conducting and follow PEN tests schedules 

· Good knowledge in user, group and profile reviews on applications, Operating Systems, Databases and other layers and mitigate the risks

· Good knowledge in Security Operation Center 24 X 7 Monitoring activities

· Very good knowledge on the vulnerability databases and keeping myself updated with the developments

· Make sure the environment is functioning with DLP, Encryption, Digital Certificates, Secure VPN, Antivirus by reviewing the daily generated reports from various tools

· A strong system administration background on infrastructure layers 

· Good knowledge in doing risk assessment on projects at the initiation phase as well as at production go live phase

· Knowledge on Active Directory and other LDAP solutions

· Worked on platforms covering Microsoft, UNIX and Linux 

· Review security logs, remote access logs and generate reports using products like Qradar and Observe IT

· Knowledge in TPAM  to manage and secure user and group accounts 

Area of Expertise 

SECURITY SOLUTIONS

· Knowledge to find evidence of non-conformity and corrective actions on related incidents

· Conducting network vulnerability assessments using tools to evaluate attack vectors, identify system vulnerabilities and develop remediation plans and security procedures.

· Knowledge in Preservation of confidentiality, Integrity and availability of information in the organization

· Proactively assess and to take remedial action against potential  risk against vulnerabilities in the network

· Monitor the security of critical systems (e.g., E-mail servers, database servers, web servers, etc.) and changes to highly sensitive assets to ensure Availability, integrity and  confidentiality

· Developing, implementing and documenting security policies

· Monitor events and responded to IT Risk & Security incidents and report findings

· Define, establish and manage security risk metrics and track effectiveness

· Coordinate with 3rdparties to perform vulnerability tests and create security authorization agreements 

· Good knowledge in Intrusion Detection Systems

· Installation, configuration, monitoring and response to various security solutions

· Understanding of advanced security protocols and standards

· Experience with security practices of Intranet and Extranet

· Support day-to-day administration of various firewalls

· Knowledge in planning implementing, operating, monitoring, reviewing, maintaining and     improving an organization’s information security to achieve IT as an enabler of business objectives

· Research new developments in IT security in order to recommend, develop and implement new security policies, standards, procedures and operating doctrines across a major global enterprise.

VM INFRASTRUCTURE
· Installation of Citrix Presentation server 4.5/ XenApp 6.5 & Citrix Client Tools. Administration of Citrix XenApp Farms and Configuration of Citrix server policies, Load Management and Printers in the Farm. Expertise in creating a Citrix Streaming Profiles and Publishing Applications to users in Citrix XenApp 4.5, 6.5. Citrix Xenapp Web Interface Administration via IIS Environment. Citrix XenApp 4.5, 6.5, Windows server 2003/2008 X86 & X64, Citrix Streaming Profiler 4.5, 6.5, SQL 2005/2008

· Extensive experience with troubleshooting Windows Installer (MSI) & Windows Installer Transforms (MST) installation and runtime errors.

· Planning, creating and managing virtual machines. Installing, configuring and managing ESX & ESXI servers and virtual center. Installing, configuring & administration of VMware, vsphere 4.x & vsphere 5.x ,5.1xenvironments

· Creating clusters, configuring HA, DRS and vmotion. Configuring vsphere Distributed Switch in vcenter server. Administration/troubleshooting P2V and V2V processes

WINDOWS PHYSICAL PLATFORM
· Experience in administering Windows Terminal Server, Group Policy management and Active Directory environment 

· In-depth knowledge in dealing with the Windows Registry and File Systems. 

· Installation of both client and server windows operating systems(windows Server 2000, 2003, 2008, 2008r2, 2012, 2012r2, windows 7, windows 8)

· Installing and configuring of DC, ADC, DNS, and DHCP

· Implementation of profiles, group policies Creation and Managing User Accounts in Active Directory services and additional Domains.

· Managing WSU Servers along with Patch review and Patch release management

· Managing Printer Server along with Printer server management

· Analyzing and troubleshooting for servers

· Backup Remote desktop and Handling Disk Management

NETWORKING
· Designing IP address, sub netting schemes; IPv4 addressing.

· Well understanding of concept of LAN/MAN/WAN Technologies, Topologies.

· Installing, configuring router networking, router, switches.

· Configuring static, default, dynamic routing protocols RIP V1/V2, OSPF, EIGRP and Frame relay, BGP, MPLS.

· VLAN, NAT, PAT. TCP/IP, OSI models, CISCO Routers.

HARDWARE
· Troubleshooting-desktop, laptop, Printer and maintenance. Troubleshooting hardware and software problems. Installing and configuring the peripherals, components and drivers.

· Installing software and application based on published Information security standards. Installation-all OS, Drivers, Antivirus, Backup, Password Recovery. 

Technical Skill Set

· Operating System: 

Windows XP, 2003, Windows, Server2008, 2008r2, 2012, 2012r2 Vista, 7, 8, Red Hat Linux, 

· Language:

HTML, CSS, DOM, JAVA SRIPT, PHP, MY-SQL, JOMLA 

Career Graph

PEOPLETECH SYSTEMS PVT LTD- 6 months 2014

Job Responsibilities:

· Gather and manage the client's day to day campaign requirements
· Estimate effort and negotiate the timelines with client and other teams
· Work with different teams such as graphic designers, developer, technical services (Customization & network center, research) to deliver the service by using the product, service process and client specific knowledge within the defined timelines.
· Provide solutions for problems by identifying, evaluating and implementing alternatives in a professional manner.
· Exceed client expectations by quality service and should help to increase our business with client.
GREENTREE INFOTECH Security & System Administrator (2007 – 2013)
Job Responsibilities:

developed under Asp.Net – 3 tier Architecture

PEN test was conducted using the following methods on the above sites :DOS / DDOS (Denial of Service / Distributed Denial of Service), Back Door, Spoofing, Man in the Middle,  Replay, TCP/IP Hijacking, Weak Keys, Social Engineering, Brute Force, Dictionary attack, Recognize the following types of malicious code, Packet Sniffing, Buffer Overflows, Cookies, Signed Applets

Apart from the above major projects, I was also doing below activities for other notable projects 

· Multiple software Exploitations

· Performing penetration testing for the purpose of finding the technical weaknesses existing in all the layers

· Identifying efficient measures of sustaining network security

· Present to higher management about the risks and mitigation strategy 

· Intrusion detection

· Brute forcing DNS records 

· Fingerprinting the operating system 

· Discovering UDP services

· Detecting Cross Site Scripting vulnerabilities in web applications

· Finding SQL injection vulnerabilities in web applications

· Brute forcing HTTP authentication

· Getting information from WHOIS records

· Discovering valid e-mail accounts using Google Search

· Scanning an IP address range

· Collecting signatures of web servers

· Saving scan results in an XML format

· Reporting vulnerability checks performed during a scan

· Backup the security related configurations for the disaster recovery purpose

· Installation and maintenance of  systems within a client’s digital environment

· Producing documentation on operational, system and user procedures & guidelines

· Building, configuration and troubleshooting of server and desktop hardware

· Providing advice on selection and purchase of IT equipment

· Maintaining maximum availability of supported services for users

· Obtaining quotes for the supply of goods and services from suppliers

· Designing, implementing and managing Active Directory

· Ensuring that IT Risk & Security support desk logs are closed one time and comply with the SLA 

· Responsible for disaster recovery and mitigate security loopholes and access levels 

· Ensure adequate antivirus protection & solutions are maintained and updated 

· Detecting Cross Site Scripting Vulnerabilities in web application

· Maintaining the high level of security of the information that is crucial for the growth of the organization

· Carefully assessing the software environments and examining the level of risk that they can pose to the network systems of the organization

· Performing all types of attacks and mitigating the vulnerability 

UPSEIF LIL THAKIF- A/C Carrier dealer – Saudi Arabia   (2003 to 2005)

Job Responsibilities:

· Responsible for installing new hardware, systems, and software for networks.

· Perform installation of network services, equipment, devices and configure them.

· Troubleshooting hardware and network issues

· Investigating, diagnosing and resolve all network problems.

· Scan and remove the viruses from organization's server.
· Maintain the proper communication through LAN between various departments.
· Change the passwords and secret codes as per instructions given by senior.
NITC-National Industrial Training College
   (1999 - 2003) (2005 – 2007)

Hardware & Network Engineer

Job Responsibilities:

· Instructor for hardware &  networking, MS office, visual basic, c, c ++

·  Handled many projects for World Vision

·  Accountable for Computer assembling, Troubleshooting hardware and software problems

·  Install and configured peripherals, components and drivers

·  Install software & application of user standards, Installed all OS, Drivers

·  Install chips, circuit boards, systems, modems, keyboards, and printers

·  Perform the communications link between organization and customers

·  Attend meetings, seminars and conferences

·  Maintain updated inventory of all hardware and software

·  Make coordination for installing and upgrading hardware and software components

·  Maintain a standard configuration of equipment.

·  Handled the management of hardware stock and projects

·  Looked after physical and investigative processes, including technical support.

·  Accomplished the job of data recovery and system administration

  
Academic Credentials


B.Sc. (Information Technology) from Manav Bharti University in 2012

Diploma in Computer Technology from Elumalai Polytechnic in 1998
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