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	Objective & Summary :


Self-motivated, innovative and accomplished professional with 3 years and 2 months of experience in IT, would like to deliver in a progressive & vibrant organization to further enhance knowledge and credibility by virtue of skills in network security.

· Expertise in configuring of routers, switches, and troubleshooting all the network related issues 

· Experienced in working interactively with customers and all levels of management

· Hands on routing , switching , firewall , ACS server , IPS 
· Efficient team leader with team building skills including sound communication, interpersonal, presentation skills and analytical, decision making and leadership capabilities
	Academic Qualifications & Certifications/Trainings :


· Bachelor of Engineering in Electronics and Communication – Jammu University, INDIA
· Cisco Certified Network Associate (CCNA)

· Cisco Certified Network Associate-Security (CCNA Security)  
· Cisco Certified Network Professional (CCNP - R & S)  
· Cisco Certified Security Professional (CCSP) 
· Cisco Firewall Specialist

· Cisco IPS Specialist

· Cisco VPN Specialist

	Technical skills :


Routing & Switching :
· Experience on routers, switches, network analyzers and network monitoring tools (PRRTG, What’s up Gold, Cisco Works, and Solar Winds) 

· Experienced in configuring Cisco 7200, 3800 series routers and Cisco 6500, 4500 and 3550 series switches 

· Good understanding of routing protocols ( RIP, EIGRP, OSPF , BGP and static routing) 

· Hands on experience on redundancy protocol HSRP or VRRP or GLBP 

· Hands on experience on STP, MSTP, VLAN, Ether channel, trunking 

· Sound knowledge in MPLS VPN, lease lines, ISDN 

· Well versed with the IOS up gradation methods 

· Good understanding on WLAN, access points and RF 

· Expertise with tools and processes used in incident detection and handling

· Understanding of lease line modems, V35 interface and converters
· IPV4,IPV6, Static, Floating Static, RIP, EIGRP, OSPF, BGP,NAT / PAT, NTP, DHCP, HSRP, preventing IP spoofing using RPF , Standard ACL , Extended ACL , Named ACL, Time-Based ACL , Reflexive Acl , configuring ,QOS, NBAR , Control Plane Security ,Blocking of Smurf, Fraggle and Fragment Attacks, Router-Router IPSec Tunnel , GRE/IPSEC Using IPSec Profiles , Multipoint Gre Tunnel  ,Ezvpn, DMVPM, CBAC , Zone-Based Firewall 

· L2-L3 Switching, VTP, VLANs, Private-VLANs, VLAN Access Maps  , SPAN/RSPAN, Regular and Smart Macros ,Storm Control , DOT1X Authentication , Tuning STP Startup Times, Port-Fast, Uplink Fast , Backbone Fast , Ether-channel, STP, MSTP, Root Guard , DHCP Snooping, DAI, BPDU guard ,BPDU filter and Port Security.
Security:

· Firewalls: 5500 Series Firewalls, Cisco PIX / ASA , Static and Defaults , Translations using NAT/PAT Layer 2 transparent Firewall ,ACL's in Transparent Mode , Arp Inspection & Static Arp in Transparent mode,   Application aware Inspection, Failover-Active/Standby Failover, Sate full Failover, Multi-context, Access Control, Object groups , Same-Security-Level Communications , Configuring Management Protocols Configuring SNMP , Running Dynamic Protocols , Route tracking using SLA monitoring , Interface redundancy, URL Filtering.
· Virtual Private Networks: Lan-to-Lan  IPSec with NAT-T, DMVPN, EASY VPN,  GET VPN, SSL VPN, Router to Router IPSec .Router to Router Through an ASA , Router to ASA IPSec

· Intrusion Detection: System: Cisco IDS-4210, IPS-4215/IPS-4240, Configuring IPS in Promiscuous mode, Blocking using ASA/PIX, Rate Limiting (Smurf Attack) IPS in Inline mode, configuring custom Stream signature, Http Signature, Atomic Signature.

· Access Control Server: Configuring AAA Authentication, Authorization and Accounting on Routers, Switches and ASA.

· VMWARE : Hands on experience on VMware. 
	 (10 November 2011 to 31 December 2014)   


Designation


:  Network Engineer
Department


:  Information Technology
Team Size


:  4
Location
                          :  Srinagar
Roles and responsibilities:
•
Worked on ASA (5505/5510) Firewalls
•
Firewall and router configuration changes as per the business requirement
•
Developed and documented network diagrams and procedures

•
Implementing security policies using ACL, Firewall, IPSEC, SSL, VPN, IPS/IDS, AAA(TACACS+ & RADIUS)

•
Dealt with monitoring tools like network packet capture tools like Wire-shark, etc

•
Redistribution of routing protocols and Frame-Relay configuration

•
Migration of existing IPSEC VPN tunnels from Pre-Shared key to Certificate 

•
Network Redesign for branches/Campus Locations 

•
Changing both the voice and data environment

•
Replacing branch hardware with new 2851 routers and 2960 switches

•
Performing security audits of perimeter routers, identifying missing ACL’s

•
Troubleshooting of complex LAN/WAN infrastructure including routing protocols EIGRP, OSPF
•
Settings of the networking devices (Cisco Router, switches) co-coordinating with the system/Network administrator during implementation

•
Troubleshooting LAN
•
Maintenance of LAN 

•
Configuring network access servers and routers for AAA Security

•
Documentation and change control

•
Worked on troubleshooting of complex LAN/WAN infrastructure

•
Administration of Cisco 11x and 121 versions

•
Monitoring all Cisco equipment’s using Cisco Works

•
Involved in SNMP Network management 

•
Upgrading and backups of Cisco router configuration files

•
Implementing and maintaining backup schedules
·       Able to Manage Network of organization having multiple locations
·       Experience in handling second level escalated network problems 

	Rewards and Achievements :


· Awarded Certificate of Excellence for Service Delivery at Kashmir Box – April 2013
· Awarded Certificate of Excellence for Service Delivery at Kashmir Box – August 2013
	Personal Details :


           Date of Birth

:         15-01-1989
           Nationality

:         Indian

           Languages known 
             :         English, Urdu, Hindi
           Marital status                     :         Single
           Religion                             :         Islam                                                                       
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